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MEMORANDUM FOR SECRETARIES OF THE M LI TARY DEPARTMENTS
CHAI RMAN OF THE JO NT CHI EFS OF STAFF
UNDER SECRETARI ES OF DEFENSE
DI RECTOR, DEFENSE RESEARCH AND ENGH NEERI NG
ASSI STANT SECRETARI ES OF DEFENSE
GENERAL COUNSEL OF THE DEPARTMENT OF DEFENSE
| NSPECTOR GENERAL OF THE DEPARTMENT OF DEFENSE
DI RECTOR, OPERATI ONAL TEST AND EVALUATI ON
ASSI STANTS TO THE SECRETARY OF DEFENSE
DI RECTOR, ADM NI STRATI ON AND MANAGEMENT
DI RECTORS OF THE DEFENSE AGENCI ES
DI RECTORS OF DOD FI ELD ACTI VI TI ES

SUBJECT: Departnent of Defense (DoD) Chief Information Officer
(C1 O Guidance and Policy Menorandum No. 1-8330-052899 -
| nformation Interoperability

It is the goal of the Departnment of Defense (DoD) to achieve
| nformati on Superiority in support of the warfighter and
deci sion-maker. In order to achieve this goal the DoD nust
field interoperable information capabilities. This menorandum
provi des the policy guidance for achieving interoperable
information capabilities.

The attached policy guidance for Information
I nteroperability is effective immediately. It supersedes DoDD
4630.5 "Conpatibility, Interoperability, and Integration of
Command, Control, Comrunications, and Intelligence (C3l) System
Novermber 12,1992", and DoDI 4630.8, "Procedures for
Conpatibility, Interoperability, and Integration of Conmmand,
Control, Communications, and Intelligence (C3l) Systens,
Novermber 18, 1992". The Senior Civilian Oficial for the Ofice
of the ASD(C3l) has initiated action to cancel both of these
i ssuances, and will proceed to incorporate the attached policy
gui dance into the DoD Directive System A DoD Directive
containing this policy and DoD Regul ati on containing the
i npl ementation of this policy will be issued after the normal
coordi nati on process.

| f you have any questions, please direct themto M. Jack
Zavin in the Ofice of the Director for Information Integration
and Interoperability. He can be reached at (703) 607-0238 or e-
mai | : jack. zavi n@sd. pentagon. m|.

John Hanre
Deputy Secretary of Defense
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At t achment
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Gui dance and Policy for
Department of Defense Information Interoperability

Ref er ences: (a) DoD Directive 4630.5, 12 Novenber
1992, "Conpatibility, Interoperability, and
I nt egration of Command, Control, Conmunications,
and Intelligence (C3l) System”
(b) DOD Directive 5000.1, 15 March 1996, "Defense
Acqui sition.”
(c) DoD Regul ation 5000.2-R, 15 March 1996,
“Mandat ory Procedures for Mjor Defense
Acqui sition Programs (MDAPs) and Maj or Aut omated
| nformati on System (MAI'S) Acquisition Prograns.”
(d) DoD Instruction 4630.8, 18 Novenber 1992,
"Procedures for Conpatibility, Interoperability,
and I ntegration of Command, Control,
Communi cations, and Intelligence (C3l) Systenms.”
(e) Chairman of the Joint Chiefs of Staff
I nstruction 3170.01, May 1999, “Requirenents
CGeneration System (DRAFT).”
(f) DCI Directive 1/16, “Security Policy for
Uni form Protection of Intelligence Processed on
Aut omat ed I nformati on Systens and Networks,” 19
July 1998.
(g) DCI Directive 1/1, “The Authorities and
Responsibilities of the Director of Central
Intelligence as Head of the U S. Intelligence
Community,” 19 Novenber 1998.
(h) OSD Menorandum “DoD Joint Techni cal
Architecture Version 2.0”, 30 Novenber 1998.
(i) OSD) Menorandum “Strategic Direction for a
DoD Architecture Framework”, 23 February 1998.

1. PURPOSE

Thi s Gui dance and Policy Menorandum (G&PM est abli shes
Departnent of Defense (DoD) policy to enable the secure
exchange and use of information necessary to the execution of
the DoD mission. This issuance establishes policies, guidance,
and assigns responsibilities to:

1.1. Ensure informati on shall be available in a secure,

timely, useable, understandable, and cost-effective manner to
the warfighter and supporting activities, at anytime and
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anyplace in tinmes of peace, crisis, conflict, humanitarian
assi stance, and war.

1.2. Supersede references (a) and (d). Suppl enent
references (b), (c), and (e).

2. APPLI CABI LI TY

2. 1. Thi s gui dance and policy applies to The O fice of the
Secretary of Defense, the MIlitary Departnents [and their
respective Services], the Chairman of the Joint Chiefs of Staff
and the Joint Staff, the [Unified] Conmbatant Conmmands, the
| nspector General of the Departnent of Defense, the Defense
Agenci es, and the DoD Field Activities (hereafter referred to
collectively as “the DoD Conponents”).

2. 2. Thi s gui dance and policy conplies with public | aw and
establi shed DoD and Director Central Intelligence (DCl)
Directives relative to interoperability, architecture,
acquisition, and security policies and practices.

3. SCOPE

3. 1. Any existing, change to an existing or new capability
t hat produces, uses or exchanges information in any forms
el ectronically.

3. 2. Al'l DoD Acquisition Categories and non-DoD 5000
series acquisitions that neet the criteria of paragraph 3.1.
Pre-acquisition prograns such as: Advanced Concept Technol ogy
Denmonstrati ons (ACTDs), Advanced Technol ogy Denonstrati ons
(ATDs), Joint Warrior Interoperability Denonstrations (JWDs),
and Battle Laboratory projects that neet the criteria of
par agraph 3. 1.

3. 3. Any interface external to DoD that produces, uses or
exchanges information in any formelectronically including, but
not limted to, non-DOD intelligence organizations, foreign
nations, nultinational organizations (e.g. NATO and industry.

4. DEFI NI TI ONS

4. 1. Architecture — The structure of conponents, their
rel ati onshi ps, and the principles and gui delines governing
their design and evolution over time. It is conposed of three
maj or perspectives, operational, systens, and technical views.
(C41 SR Architecture Framework)
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4. 2. Capability — Any information technol ogy and Nationa
Security Systenms (Public Law 104-106) that enabl es or
supports the production, use, or exchange of
information, in any formelectronically.

4. 3. Characterization of Information Interoperability —
Details of information transfer, information format
and content, and information processing together with
how the information is to be used.

4. 4. Enterprise — The Departnent of Defense (DoD) and the
Intelligence Organi zations who support the DoD.

4. 5. | nformation Interoperability - The condition achieved
when information is electronically exchanged and used to enable
the capabilities and/or users to operate effectively together.

4. 6. Enterprise Solutions — Standard applications and/or
har dwar e/ sof tware/ firmwvare conponents that are needed across
the Enterprise to achieve a mniml |evel of security and
information interoperability.

5. POLI CY
It is Department of Defense policy that:

5.1. I nformation interoperability for capabilities neeting
the criteria in paragraph 3 shall be: characterized using the
architecture view products in accordance with the guidance in
the C41 SR Architecture Framework as mandated by reference i;
verified and mai ntained over the life cycle of the capability;
and managed using an Information Interoperability and
| ntegration Master Plan (C4l Support Plan with expanded
cover age).

5. 2. Architectures view products shall be consi stent,
synchroni zed and i ntegratable across the Enterprise.

5. 3. Capabilities shall use applicable Joint Technica
Architecture (JTA) mandated standards. Use of an applicable
JTA mandat ed standard nust consider cost, schedul e, or
performance inpacts. Only the Conponent Acquisition Executive
or cogni zant OSD authority can grant a waiver fromthe use of
an applicable JTA mandated standard. All waivers shall be
submtted to the Under Secretary of Defense (Acquisition and
Technol ogy) (USD (A&T)) and the DoD Cl O for concurrence.
(Reference (h))
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5. 4. A mniml set of enterprise solutions shall be
identified, inplenented, tested, and used to enable secure
information interoperability across the DoD. Enterprise
sol utions shall become part of the DIl COE.

5.5. The characterizations of information interoperability
and information assurance for a capability be co-devel oped and
co-evol ved over the capability life cycle.

5.6. The characterization of information interoperability
shall be specified in sufficient detail and be addressed within
the requirenments generation, resource allocation, and
acqui sition managenent processes. These processes are
described in references ¢ and e. Information interoperability
characterization shall also be specified to a | evel of detail
t hat supports periodic verification of a capability’s
information interoperability.

5.7. New capabilities shall be devel oped and deployed in a
manner that pronotes information sharing across the enterprise.
As a minimum information that is shared across the enterprise

will be made avail able for presentation via a standard web
br owser .
5. 8. DoD C2, Conbat Support, and Intelligence capabilities

supporting the Joint Task Force (JTF) and CINCs shall neet the
DIl COE conpliance | evel specified by the DoD CIO, with a
recomendati on from DI SA, the Joint Staff, and affected

organi zations. All other capabilities shall use DI COE
conponents to the maxi mum extent necessary to nmeet DoD
portability and security requirenents, and enable information
i nteroperability.

6. RESPONSI BI LI TI ES

6. 1. The DoD Chief Information OFficer shall

6.1.1. Assign responsibilities and establish procedures,
as necessary, to ensure that information
capabilities are interoperable, as prescribed
within this G&PM

6.1.2. Assign responsibilities and establish procedures,
as necessary, to ensure that architectures are
devel oped in accordance with the C41 SR
Architecture Framework and rationalized and
synchroni zed across the DoD.
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Devel op and maintain joint systens and techni cal
architecture views in coordination with
appl i cabl e DoD Conponents and Principal Staff
Assi st ant s.

Assign responsibilities for the identification,
devel opnent, inplenentation, and provision of
enterprise sol utions.

Establish a primary enterprise executive agent
for engineering coordination to provide, in

col | aboration with enterprise ClOs, overal

engi neeri ng coordi nation of enterprise solutions;
and to assure that enterprise solutions are

consi stent, conpatible, and interoperable as
descri bed in paragraph 6. 2.

Establish enterprise executive agents in

col l aboration with Enterprise CIOs to devel op and
manage enterprise solutions as described in

par agraph 6. 3.

Ensure the sharing of information to pronote
information interoperability (e.g., enterprise
wi de best practices and | essons | earned).

Act as the responsible authority for granting
wai vers fromthe requirenments of this G&PM

Revi ew wai vers from JTA mandat ed st andards for
concurrence.

Manage Enterprise data to provide a conmon
representation of information that enables
information interoperability.

Coordinate with the IC CIOto identify and
resolve information interoperability issues

bet ween DoD capabilities and the SCI systens and
networks that fall under the authority of the DCI
as specified in references f and g.

| dentify the DIl COE conpliance | evel that DoD
Command and Control, Intelligence, and Conbat
Support capabilities that nmust meet per paragraph
5.8. Grant waivers as required.
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6.1.13. Ensure the information interoperability of
information technology (I T) and national security
systens (NSS) throughout the DoD (Public Law 105-
261) .

6.1.14. Ensure that |IT and NSS standards that will apply
t hr oughout the DoD are prescribed (Public Law
105- 261) .

6.1.15. Provide for the elimnation of duplicate IT and
NSS wi thin and between the mlitary departnents
and the Defense Agencies (Public Law 105-261).

6. 2. The Primary Enterprise Executive Agent for
Engi neering Coordi nati on shall:

6.2.1. ldentify the need, inplenentation approach, and
i nvestnent strategy for enterprise solutions,
driven by requirements devel oped in collaboration
with enterprise nenbers.

6.2.2. Support the DoD ClO in establishing enterprise
executive agents for devel opnent (or selection),
provi si oni ng, managenent, and evol ution of each
enterprise solution.

6.2.3. Performsystens integration of enterprise
sol uti ons.

6.2.4. Establish the means for registry and publication
of enterprise solutions.

6. 3. Desi gnated Enterpri se Executive Agents shall

6.3.1. Engineer, devel op, and manage assigned enterprise
solutions in coordination with enterprise
menbers.

6.3.2. Provide the primry executive agent with
i nformati on necessary to integrate, register, and
publish enterprise solutions, including details
of how solutions are accessed and used.

6. 4. The Under Secretary of Defense for Acquisition and
Technol ogy shal | :
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Ensure, through oversight of acquisition and
non-acqui sition (e.g., ACIDs) progranms, that the
requi rements of this G&PM are net.

Revi ew wai vers for JTA mandated standards for
concurrence. For waivers for Mdeling and
Sinmul ation related to the Hi gh Level
Architecture grant waiver subject to the
concurrence of the DoD CI O

For efforts such as ACTDs, ATDs, and Model i ng
and Sinmul ati on, inplenment procedures for the use
of JTA nmandat ed standards to include conpliance
assurance, progranmm ng and budgeting of
resources, and schedul i ng.

For efforts such as ACTDs, ATDs, and Model i ng
and Sinul ation, establish adm nistrative
procedures for the Conponent Acquisition
Executive to grant waivers fromthe use of
appl i cabl e JTA mandated standards. All waivers
must be acconpani ed by the identification of
cost, schedule and performance inpacts that w |
occur if a waiver is not granted and

acknow edgnment of any resulting operational
limtations.

The OSD Principal Staff Assistants (PSAs) shall, in

their areas of functional responsibility, ensure

t hat

6.5.1.

6.

5.

2.

the policies of this G&PM are i npl enent ed.

| rpl ement procedures for the use of JTA nmandated
standards to include conpliance assurance,
progranm ng and budgeti ng of resources, and
schedul i ng.

Establ i sh adm ni strative procedures for the
Conponent Acquisition Executive to grant waivers
fromthe use of applicable JTA nandated
standards. These procedures shall address the
subm ssion of waivers to the USD (A&T) and DoD
ClO for concurrence. All waivers nust be
acconpani ed by the identification of cost,

schedul e and performance inpacts that will occur
if a waiver is not granted and acknow edgnment of
any resulting operational limtations.
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6. 6. The Heads of the DoD Services, Agencies, and
organi zati ons shal |

6.6.1. In coordination with the OSD PSAs, ensure that
the policies of this G&M are fol |l owed throughout
the applicable capability's life cycle.

6.6.2. Participate in the identification of enterprise
solutions. Use the designated enterprise
solutions to pronote infornmation
interoperability.

6.6.3. Conduct information interoperability testing to
ensure conpliance with this G&8%M to include
capabilities devel oped through non-acquisition
processes.

6.6.4. Ensure that information that is shared across the
enterprise is made available, as a mninmum for
presentation via a standard web browser.

6.6.5. AlIl organizations accredited to performDI| COE
segnentation and certification of m ssion
appl i cati ons, common support applications, and
ot her segnments shall forward registry information
to DI SA for publication and distribution across
the enterprise.

6.6.6. |nplenment procedures for the use of JTA nandat ed
standards to include conpliance assurance,
programm ng and budgeting of resources, and
schedul i ng.

6.6.7. Establish adm nistrative procedures for the
Conmponent Acquisition Executive to grant waivers
fromthe use of applicable JTA nandat ed
standards. These procedures shall address the
subm ssion of waivers to the USD(A&T) and DoD CI O
for concurrence. All waivers nust be acconpani ed
by the identification of cost, schedul e and

performance inpacts that will occur if a waiver
is not granted and acknow edgnment of any
resulting operational limtations.

6.7. The ClOs of the DoD Services, Agencies, and
organi zati ons shal |
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Assign responsibilities and establish procedures,
as necessary, to ensure that:

6.7.1.1. Information capabilities are

i nt eroperabl e, as prescribed within this
G&&PM

6.7.1.2. Architectures are devel oped and

synchroni zed to pronote the sharing of
I nformation across the enterprise.

Manage the conponent infrastructure that supports
enterprise sol utions.

The Chairman of the Joint Chiefs of Staff shall:

2.

1.

3.

Devel op and maintain, in coordination with the
DoD conponents, a Joint Operational Architecture
(JOA) to support Joint Task Force (JTF)
requirenents.

Rati onal i ze and synchroni ze the operational
architecture views to assure consistency and
integratability.

I n coordination with the Assistant Secretary of
Def ense for Command, Control, Communications, and
Intelligence, establish procedures for the

devel opnent, coordination, review, and approva

of information interoperability requirenents.

Devel op, approve, and issue joint doctrinal
concepts and associ ated operati onal procedures,
and i nformati on exchange operational guidance, to
achieve information interoperability of
capabilities enployed by U S. mlitary forces
and, as applicable, with coalition and allied
forces.

The Director, Defense Infornmati on Systenms Agency,

1.

Serve as the Executive Agent for information
interoperability characterization verification
for all capabilities neeting paragraph 3
criteria. Establish the processes and nmechani sm
for carrying out the verification in coordination
with the DoD Cl O and Joint Staff.
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Accredit organizations (e.g., Services, Agencies)
to perform segnentation and certification of DI
COE conmmon support applications.

Establish and maintain a registry for m ssion
application segnments and DIl COE segnents
certified by any accredited organization.

Motivate industry to segnent applications; adopt
i ndustry best practices where practical.

Define, inplenment, and manage data conpli ance
measures for DoD (i.e., a data information
interoperability nodel simlar to the DI COE
| &RTS) .

Evolve the DIl COE to address enterprise
sol utions.
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GNIE INTEROPERABILITY WORKING GROUP ATTENDEE LIST

Name Organization Telephone Email
Arnette, Joanne DFAS 703-607-3942 | joanne.arnette@dfas.mil
Baird, Dean SPAWAR/DISA 703-681-2341 | bairdd@spawar.navy.mil
Bednar, Judy ASD(C3I) I3 703-607-0253 [ bednarj@osd.pentagon.mil
Binney, CDR Bruce SPAWAR 157-2 619-553-6260 [ binney@spawar.navy.mil
Blue, Linda NCTC 202-764-0205 [ bluel@nctc.navy.mil
Boke, Craig AFCIC/SYNT 703-588-6162 | bokec@af.pentagon.mil
Bowser, Samuel E. Aerospace (For NRO) 703-808-2492 | samuel.e.bowser@aero.org
Boyle, WG CDR Tony | AFCIC/ITA 703-588-6179 | boylet@af.pentagon.mil
Brett, Jim NSA 301-688-9790 | jbrett@romulus.ncsc.mil
Broussard, Steve DLA-CI 703-767-2165 | stephen_broussard@hg.dla.mil
Callands, Fannie OASD C3l 703-681-2437 | callandf@ncr.disa.mil
Chatfield, Jennifer IC CIO / MITRE 703-883-7997 | jchatfie@mitre.org
Driscoll, Frank MITRE 703-883-6155 | fdriscol@mitre.org
Duncan, Roger MITRE 703-883-6244 | rduncan@mitre.org
Ficklin, Susan MITRE/DISA 703-883-6075 | sficklin@mitre.org
Garza, Gilbert CPSG/ZSS DSN 969-2771 | gilberto.garza@Lgatel.kelly.af.mil
Hagle, Terry OASD C3| 703-607-0242 | terry.hagle@osd.pentagon.mil
Hill, Bette DLSC-IA 703-767-6564 | bette hill@hg.dla.mil
Howe, Earl NIMA (SN) 703-264-2134 | ehowe@nses.com
Howe, Earl F. NIMA 703-264-2134 | howea@nima.mil
Hybertson, Duane MITRE - NIMA 703-883-7079 | dhyberts@mitre.org
Jarvis, William HA/TMA 703-681-8701 | William.jarvis@tma.oso.mil
Jones, Don ASD(C3I) IA 703-614-6640 | donald.l.jones@osd.pentagon.mil
Knight, Barry D. DFAS/ISO 850-452-2990 | barry.knight@dfas.mil
Kraus, Marilyn ASD(C3I) I3 703-607-0255 | marilyn.kraus@osd.mil
Lelansky, Gerald DLSC-IA 703-767-6553 | gerald_lelansky@hqg.dla.mil
Little, Carl OASD Ca3l 703-607-0649 | carl.little@osd.mil
Mabry, Roy OSD (IPO) 703-604-1576 | roy.mabry@osd.mil
Machado, John G. Machado & Assoc. (OASD C3I) [703-624-4310 | machadoj@machadojs.com
Moulton, Rich IC CIO 301-688-3820 [ rdmoult@ncsc.mi

Neeley, LtCol Louis

HQ DLA/DLSC-IP

703-767-3087

louis_neeley@hgq.dla.mil

Petrie, Charles DISC4-ARMY 703-614-0792 | petriCR@hqgda.army.mil
Ramirez, Janice HQ ACC/AC2ISRC 757-764-0955 | janice.ramirez@Iangley.af.mil
Robbins, David W. MITRE 703-883-5276 | daverobb@mitre.org
Robertson, Debi MITRE 703-883-7155 | nottingd@mitre.org
Rogers, Jeff MITRE 703-883-7075 | jsrogers@mitre.org
Schulz, Fritz DISA/COE 703-681-2350 | schulzf@ncr.disa.mil
Surer, Julie MITRE - ESC/DIE 781-377-6809 | jsurer@mitre.org
Sutton, Shel MITRE 703-883-6677 | shel@mitre.org
Thompson, David DARPA 703-696-0097 | dthompson@darpa.mil
Torezan, Ron OASD C3lI 703-604-1592 | ron.torezan@osd.mil
Whittenton, John G. MITRE/DIA-IM 202-231-4301 | whittenj@dia.mil
Zavin, Jack ASD(C3I) I3 703-607-0238 | zavinj@osd.pentagon.mil
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